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1. Introduction

1.1. This policy sets out the Trust's policy for
affect the continuity oftheacademy’ s business and the safety o
1.2. Itis not possible, or desirable, to write a plan for every possible disruption. No matter
what the cause of the incident, the effect can generally be summarised as:

1 Aninability to carry out daily and/or critical activities

9 Loss of life or serious injury to Academy staff and students/pupils or members of the

public

1 Loss of building, or part of building or access to the building

1 Lossof ICT

9 Loss/shortage of staff

9 Loss of critical supplier or partner

9 Adverse publicity and/or reputational impacts
1.3 Procedures for administering and recording First Aid and medical treatment are
contained in each Academy'sFi r st Aid and Medi cal Policy. The

procedures for assessing Health and Safety risks are contained in each Academy's Health
and Safety Policy.

1.4 This policy also recognises that individuals (adults and young people) may be affected
by critical incidents which occur in or outside of school. For example:
In-school:

the death of a pupil or member of staff through natural causes, such as illness;
a traffic accident involving a pupil or staff member;

a deliberate act of violence, such as a knifing or the use of a firearm;

a school fire or flood;

allegations or actual incidents of abuse against pupils by staff and staff against
pupils;

1 an arson or other attack on the school.
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Out-of-school:

deaths or injuries on school journeys, trips or residential trips;

tragedies involving children from many schools at public events such as football
matches;

civil disturbances;

refugee children joining a school, uprooted from their countries and perhaps shocked
by wars or atrocities;

abductions / disappearances;

Incidents involving the murder of school children that attract the attention of national
and international media over prolonged periods;

9 acivil disturbance or terrorism;

1 adisaster in the community;

1 atransport accident involving school members.

=a = = =

=a =4

1.5 The emotional effects of disasters on children are not always immediately obvious to
parents or school staff. Indeed, at times children find it difficult to confide their distress to



adults as they know that it will upset them. In some children the distress can last for months,
even years, and may additionally affect their academic attainment.

1.6 Some young people may not feel comfortable enough or be able to share their feelings
and thoughts in public or with staff either because they are unable to do so or because they
fear their confidence may be abused. Similarly, because many adults are not able to talk
about death, bereavement and tragedy, they may unwittingly stop children talking about
similar emotional experiences.

1.7 At the Trust, all our academi eigermotickad all chi
and psychological and are committed to ensuring all children receive the help they require to

explore such matters as death and significant harm or injury in an environment off trust, care

and safety. We also recognise the impact such incidents can have on the well-being of staff

and parents/ carers and will do our utmost to support any recovery needed and to work with

any agencies.

1.8 Whilst no amount of planning can totally prevent accidents and problems occurring, it is
hoped that some can be prevented and the effects of others minimised by taking sensible
precautionary measures. The Trust expects that:

9 Staff and pupils will be familiar with the schools routines for fire and the evacuation of
the school building on hearing the fire alarm;

9 Staff will be familiar with the routines and procedures for dealing with emergencies
(as detailed in this policy);

T sStaff and pupils wildl be familiar with the s

all visitors not wearing a visitors badge should be questioned and escorted to the

school entrance area;

Staff organising school trips and visits follow the guidelines;

Staff will sign in and out of the premises;

Staff are aware of pupils with medical needs or health problems;

Staff are aware of school policy in dealing with violence at work;

Staff are aware that they should assess associated risks to children before carrying

out a curriculum or other activity;

9 Staff are aware that they are responsible for assessing risks to themselves before
undertaking an activity.
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1.9 Additionally, in the event of a critical incident the priorities of those adults in charge of the
school or trip will be to:

M1 Save life

1 Minimise personal injury

1 Safeguard the interests of all pupils and staff

I Minimise loss and to return to normal working as quickly as possible.

2. Planning for and Managing Emergencies or Critical Incidents

2.1 Each academy will carry out an Assessment of Critical Activities (see Annex 1) to identify
key risks to its operation and the safety of its pupils, staff and others. This assessment will
be led by the Headteacher and will inform the local emergency and business continuity
planning.

2.2 Each academy will maintain its own Emergency Management Instructions; including
emergency contact details and the action plan.



2.3 This plan will be activated in the event of a critical incident or an emergency i.e. when an
incident occurs that impacts on the delivery of our critical activities or the safety and well
being of our pupils, staff and others; and when normal responses, procedures and coping
strategies are deemed insufficient to deal with the effects.

3. ICT Disaster Recovery

3.1 The Business Manager and ICT Manager in each academy will be responsible for
establishing an ICT DisasterRecovery Plan in | ine with the acad
Critical Activities.

3.2 This plan will identify actions to take in the event of loss of ICT hardware, software,
infrastructure or connectivity; or the loss of key ICT related staff.



ANNEX 1
ASSESSMENT OF ACADEMY CRITICAL ACTIVITIES & BUSINESS CONTINUITY

The Academy’s critical activities, as detailed below, take priority for recovery following an incident because these activities, if not completed for
any reason, would cause the greatest impact on the Academy community in the shortest time.

CRITICAL Requirements When Required | Comments
Academy
Activity Consider the resources required for the critical
activities

4 Hrs

24 Hrs
24 — 48 Hrs
1 Weeks

2 Weeks

1 month

Teaching

Safeguarding
Children

Catering

Access to ICT

(Examination
Centre)

NB - this assessment should be carried out taking account of individual local risk assessments of academy activities (see the Trust
Health and Safety Policy for further guidance)



Business Continuity

Important electronic and paper-based records should be regularly refreshed and kept in a secure location (e.g. a fire-proof safe). During an

emergency do not attempt to recover any records or equipment unless safe to do so.

Paper-hased records = Where are they stored?

Coursework
Examination papers

Asset registers /
equipment inventories

Insurance
documentation

Electronic records Where are they stored?

Coursework
Contact details
Financial information

Medical information

Remote learning Notes / instructions

Website / extranet

Effect of loss
(short-term, medium-term, long-
term)

Effect of loss
(short-term, medium-term, long-
term)

Back-up measures /
restorative arrangements

Back-up measures /
restorative arrangements



Email

Post

ICT Back Up

It is essential to maintain suitable ICT back up arrangements in order to prepare for, and recover from, any loss of information.
[Insert name here] is responsible for regular ICT back ups

[Insert Procedure for Back Ups]

Paper Records/Exam Papers etc

Some records may still be recorded on paper, including some coursework or written/oral exam papers.

[Insert name here] is responsible for maintaining paper records

[Insert name here (if different)] is responsible for examination/coursework procedures



Annex 2

Contact details - Windsor Learning Partnership and Academy Staff and Governors

* Leave this field blank for use during an emergency; you may need to record alternative contact details.

SEMT role(s) Alternative L

: - Contact details S (e.g.
(if applicable) contact details e

Name Job title first aid



Contact Details - Local Authority

* Leave this field blank for use during an emergency; you may need to record alternative contact details.

Name / role of contact Alternative

(if applicable) Contact detalls contact details * Notes

Organisation

Emergency number
Children’s services
Media / communications
Property

Transport

Catering

Educational visits
Emergency planning
Health and safety

Risk / insurance

Legal

Human resources
Educational psychology

Occupational health



Contact Details - Local Radio Stations

* Leave this field blank for use during an emergency; you may need to record alternative contact details.

Notes
(e.g. coverage,
frequency)

Name / role of contact Contact details Alternative

Radio station (if applicable) contact details *



Contact Details - Other Organisations

* Leave this field blank for use during an emergency; you may need to record alternative contact details.

Name / role of contact

Organisation (if applicable)

Police

Local Pclice Station
Fire & Rescue Service
Ambulance Service

Hospital Emergency
Department

Department for Education
Foreign & Commonwealth
Office

Environment Agency

Met Office

Health and Safety
Executive

Alternative

Contact detalls contact details *

999

999
999

Enquiry line:
0370 000 2288

Consular assistance:
020 7008 1500 (24 hour)

Floodline:
0845 988 1188 (24 hour)

Customer centre:
0870 900 0100 (24 hour)

Infoline:
0845 345 0055

Incident contact centre:
0845 300 9923

Notes

If abroad, please ring:
+44 20 7008 1500



Insurance company
Trade union
Supplier (ICT)

Supplier (Property
Services)

Supplier (transport)

Supplier (catering)

Supplier (cleaning)

Supplier (temporary staff)

Utility suppler (gas)

Utility supplier (water)

Utility supplier (electricity)

Utility supplier (heating)

Teacher Support Network England: The Teacher Support

08000 562 561 (24 hour) Network can  provide

practical and emotional
support to staff in the

education sector and their
families.



ANNEX 3 - ACADEMY EMERGENCY MANAGEMENT INSTRUCTIONS
Initial action
Immediately inform the Principal or nominated emergency contact. If neither is able to respond
(they may be involved in the incident) the senior person present should follow the instructions
below.

» Assess the situation and establish a basic overview of the incident.

+ Take immediate action to safeguard pupils, staff and visitors.

« Attend to any casualties and administer first aid, if appropriate.

« |[f appropriate, dial 999 for the emergency services and provide them with an
overview of the situation. If in doubt, dial 999.

The emergency services notify each other of incidents but consider speaking directly to each
organisation required. This will ensure that each service has the information they need to
respond appropriately.

Dial 999, if appropriate.
Speak to each emergency service required.

During office hours, contact: QOutside office hours, contact:
< Insert number here > < Insert number here >
Inform them of the situation and Inform them of the situation and
request help, if required. request help, if required.
< Insert back-up contact < Insert back-up contact
number(s) here > number(s) here >

These contact details should only be used in an emergency. Do not give them to the media,
pupils, parents / carers or members of the public.

« Fetch any equipment that may prove useful (e.g. first aid Kit, grab bag).
« Log all communications and actions.

« Notify Academy staff. Consider assembling a School Emergency Management
Team (SEMT) to assist with the response.

+ Refer to the list of emergency contact numbers for additional support if required.

« Where possible, avoid closing the Academy and try to maintain normal routines.



The Senior Emergency Management Team

Unless the incident is minor, it will be impossible for the Principal (or a Deputy
Principal) to implement all the actions required on behalf of the Academy.

A Senior Emergency Management Team (SEMT) will be established at the onset of
an incident to assist the Principal in managing the response.

The membership of the SEMT may vary slightly depending on the nature of the
incident (eg between a fatal incident involving staff and pupils to a building or ICT
failure which prevents normal business but has no direct safety implications)

Senior Emergency Management Team (SEMT)

Name

Position

Role in an Incident

Principal

Deputy

(Nominated Governor)

Trust Director

Business Manager

(Pastoral care lead)

(ICT Manager)

(Premises Manager)

Trust Communications Officer

Incident Recorder

The SEMT is responsible for:

Taking responsibility and managing the incident to its conclusion
Allocating activities and resources to resolve the incident

Press and media liaison
Communicating with relevant bodies

Liaison with Emergency Services, Children’s Services

Keeping a detailed log of the incident

When this plan is invoked, all staff must be notified as soon as possible.

Academy Site Information

Pre-designated areas Location

SEMT briefing area

Media briefing area

Internal hazards Location

Asbestos

Notes / instructions

Notes / instructions



Chemical store(s)

Utility supplies Location
Gas

Water

Electricity

Heating

Motes / instructions



Notification and Logging of Incidents

Information about an incident may come from a number of sources (e.g. member of

staff, pupil, parent / carer, member of the public, the emergency services, the HSE,

the local authority). Whoever receives the alert should ask for, and record, as much
informaticn as possible.

« Maintain a written record of your actions using this form and a log book.

+ Offer reassurance and support. Be aware that all those involved in the
incident (both directly and indirectly) may be suffering from shock or may
panic.

+ Find out what has happened. Obtain as clear a picture as you can.

¢ Discuss with the informant what action needs to he taken and by whom.

Name of Informant

Contact Details of
Informant

Date & Time of Call

Date & Time of Incident

Exact Location of Incident

Details of incident:

Where is the informant now and where are they going?

People affected (including names, injuries, where they are, where they are being
taken to):




What arrangements are in place for people not directly involved in the incident?

What advice have the emergency services given?

Who has been informed?

Principal

Trust Chief Executive / Director
Academy staff

Governors

Pupils

Parents / carers

Extended services

Police

Fire & Rescue Service
Ambulance Service

Local authority

Health and Safety Executive
Foreign & Commonwealth Office
Media

Insurance company

Trade union
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Does anyone else need to be informed?



Are any other actions required?

If the incident happened on an educational visit please ask the questions
below. You might already have these details but it could be useful to seek
confirmation.

Name of Educational Visit Leader

Nature of Educational Visit

Number of Pupils on Visit

Number of Staff on Visit

Location of Visit

If the incident happened abroad, does the
Foreign & Commonwealth Office need to
be notified?




Log-Keeping Guidelines

¢ Notes should be clear, intelligible and accurate.

* Include factual information.

¢ Use plain and concise language.

e Keeps records of any expenditure.

¢ Do not remove any pages.

+ Do not use correction fluid.

7.40pm

. laﬁsﬁmﬂ fPoﬁre (mnr ﬁﬁ‘: service are on-scene. Jane offered to .semf

an hour.

Thursday, 19/05/2011

Rg::sﬁ:cr.f'aﬂﬁnm.__?a;w Sr:t{'ifﬁ;} at the council ﬁg;};ﬂ bfaﬁm at Notes should be

hool (although sh fhich parts of the buildi recorded in
=T L Swwmmw mERpE o m 2 chronological order.

someone to the scﬁoof to assist with the response - I gave her my

mobile rmmberm:-:f she W let me know who will attend. I'll rm:tact

Philip Healy rfmmm{,mj and we (L aim to arrive at schoolwithin half

Rang Philip. Number engaged.

Rang Philip. Told him about the situation and asked him to meet me

at the school entrance as soon aspomﬁle He 'l be there for 5.15pm.

'__Qgcsrved— text message from _?am' someone from [— (Andrew

Taylor) will meet us at the entrance in about 10 / 15 minutes. Mobile

number for Andrew: 67862388 07802 338 202. If you make a mistake
s don't try to overwrite

Arrived at school, ®hilip and Andrew already there. Spoke to fire the original text - cross

it out with a single line
=y and start again.

officer - one classroom ablaze, adjacent ones likely to be severely
affected by smoke damage. Unsure of the cause but arson can't be
ruled out at the moment. We Il have to close the school tomorrow.

| Also need to arrange a site visit in the morming (provisional tune Sam).

i Iﬂfmrfﬂnm .’H'ugﬁm (&pmty J{md"feacr‘wr) about the incident.
Asked her to not; jy parents / carers ﬁiar the school will 5:: rfo.sed’

prattnd — Only include times,

dates or initials within
pnt a notice on the scr‘mo! ‘website. T ﬂ contact the ra:fc staﬁaﬂ.s / the margins.




Academy Closure
Assess the need for closure. Consider whether any mitigation measures are
possible, such as:

Academy Closure

In the event of the SEMT concluding closure of the Academy is required the
following steps should be taken:

Assess the need for closure. Consider whether any mitigation measures are
possible, such as:

» Partially opening the Academy to some pupils

= Asking a buddy school for assistance

» Purchasing infection control supplies (in the event of a public health incident).

Log the decision to close the Academy and the reasons behind that decision
Seek support from other organisations (e.g. the local authority) as appropriate.

Ensure that everyone who needs to be aware of the closure is notified, using the
most suitable options in appendix 6. It may be appropriate to inform:

= Pupils

= Parents / carers

= Staff

=  (Governors

» Local radio stations

The local authority

If the closure takes place during the school day, arrange transport for pupils as
necessary.

If the closure takes place outside school hours, at least one member of staff should
be present at the Academy entrance at the beginning of the school day, to ensure
that any pupils who do arrive are informed of the closure, and to check pupils are
able to return home safely.

Make alternative arrangements for exams if necessary.

If the Academy is likely to be closed for a significant period of time, consider the
actions below.

Ensure pupils, parents / carers, governors and the media are regularly informed of
developments.

Consider how pupils with Special Educational Needs (SEN) or medical needs may
he affected if the Academy remains closed for an extended period of time.

Ensure the security of the Academy premises.

Put in place arrangements for remote learning wherever possible



ANNEX 4 - ACADEMY ICT DISASTER RECOVERY PLAN

CONFIDENTIAL

ICT Disaster Recovery Plan

Index of Document
Purpose and Scope

1 Introduction

Objectives/Constraints

Assumptions

Incidents Requiring Action
Contingencies

Physical Safeguards

Types of Computer Service Disruptions
Insurance Considerations
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Recovery Team

1 Disaster/Recovery Team Headquarters
1 Disaster Recovery Co-coordinator

Preparing for a Disaster

1 General Procedures
1 Software Safeguards

Recovery Procedures

1 Degraded Operations at Central Site
1 Network Communications

Telephony - Disaster Recovery
Appendix A

1 Disclaimer



Purpose and Scope
Introduction

Academies within Windsor Learning Partnership (WLP) have highly computerised
operational environments. This includes the use of servers, Laptops, PCs and peripherals
across the whole site. School-wide networks tie these various systems together and provide
communications to other computer networks. In addition, the operation of each School
network provides a vital support component of the School system.

The reliability of computers and computer-based systems has increased dramatically in the
past few years. Computer failures that do occur can normally be diagnosed and repaired
promptly using both local and remote diagnostic facilities. The school servers contain
redundant parts, which improve their reliability and provide continual operation when some
failures occur.

The infrastructure design has resilience, with built-in network redundancy, enhancing our
ability to cope with a major disaster. Failure of part of the network would not necessarily
disable the remainder of the site.

For the most part, the major problems that can cause a computing system to be inoperable
for a length of time result from environmental problems related to the computing systems.
The various situations or incidents that can disable, partially or completely, or impair support
of WLP's computing facilities are identified. A working plan for how to deal with each
situation is provided.

Almost any disaster will require special funding from the School in order to allow the affected
systems to be repaired or replaced. This report assumes that these funds will be made
available as needed. Proper approval will be obtained before any funds are committed for
recovery.

Objectives/Constraints

A major objective of this document is to define procedures for a contingency plan for
recovery from disruption of computer and/or network services. This disruption may come
from total destruction of the central site or from minor disruptive incidents. There is a great
deal of similarity in the procedures to deal with the different types of incidents affecting
WLP' s c¢ o mp ut & Howavertspeaial &ttention and emphasis is given to an orderly
recovery and resumption of those operations that concern the critical running of each
School, including providing support to academic departments relying on computing.
Consideration is given to recovery within a reasonable time and within cost constraints.
The objectives of this plan are limited to the computing support given to WLPS clients from
academic and administrative systems within the remit of the ICT Network Team. Each
department at academies within WLP should develop their own internal plans to deal with
manual operations should computer and/or network services be disrupted.

Assumptions

This section contains some general assumptions, but does not include all special situations
that can occur. Each academies senior leadership team will make any special decisions for
situations not covered in this plan needed at the time of an incident.

This plan will be invoked upon the occurrence of an incident. The senior staff member on
site at the time of the incident or the first one on site following an incident will contact the IT
Manager or Business manager for a determination of the need to declare an incident. The
Head Teacher will also be notified.



The school IT Systems Manager or Business Manager will assume immediate responsibility.
The first responsibility will be to see that people are evacuated if needed. If injuries have
occurred as a result of the incident, immediate attention will be given to those persons
injured. Each academy's Administration Office and Headteacher will be notified. If the
situation allows, attention will be focused on shutting down systems, turning off power, etc.,
but evacuation is the highest priority.

Once an incident which is covered by this plan has been declared, the plan, duties, and
responsibilities will remain in effect until the incident is resolved and proper School
authorities are notified.

Invoking this plan implies that a recovery operation has begun and will continue with top
priority until workable computer and/or telephone support to the School has been re-
established.

Incidents Requiring Action

The ICT disaster recovery plan for WLP academies will be invoked under one of the
following circumstances:

1.  Anincident which has disabled or will disable, partially or completely, the School
Network facilities for a period of 24 hours.

2. Anincident which has impaired the use of computers and networks managed by ICT
Network Team due to circumstances which fall beyond the normal processing of day-
to-day operations. This includes all academic and administrative systems which the
ICT Network Team manages.

3. Anincident, which was caused by problems with computers and/or networks,
managed by ICT Network Team and has resulted in the injury of one or more persons.

4.  Anincident that involves virus attack, or unauthorized intrusion onto the schools
network, endangering the security and integrity of the schools Administration data.

Contingencies

General situations that can destroy or interrupt the computer network usually occur under
the following major categories: Power/Air Conditioning Interruption

Fire

Water

Weather and Natural Phenomenon

Sabotage, virus, unauthorized intrusion onto the network
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There are different levels of severity of these contingencies necessitating different strategies
and different types and levels of recovery. This plan covers strategies for:

9 Partial recovery - operating in alternate client areas within the School.
1 Full recovery - operating in all client areas, possibly with a degraded level of service
for a period of time.

Physical Safeguards

Lockable doors protect server cupboards. The ICT Network team should have access to the
keys. The room should be air conditioned and protected by the school fire alarms.



Types of Computer Service Disruptions

This document includes hardware and software information, emergency information, and
personnel information that will assist in faster recovery from most types and levels of
disruptive incidents that may involve WLP's Networking facilities. Some minor hardware
problems do not disrupt service; maintenance is scheduled when convenient for these
problems. Most hardware problems disrupting the total operation of the computers are fixed
within a few hours.

Major networking problems

Each school should have a plan in place to deal with replacement of failed hard drives in the
main domain server, enabling each school to have no down time.

Major telephone problems

Problems regarding outside telephone lines are the responsibility of the line provider ie BT.
Environmental problems (air conditioning, electrical, fire)

An external maintenance company should periodically service the air conditioning units, any
faults are reported to the Facilities team, and repaired by the maintenance company.

Electrical

In the event of an electrical outage, all servers and other critical equipment are protected
from damage by Uninterruptible Power Supplies (UPSs). These units will maintain electrical
service to each server long enough for them to be shut down gracefully. Once electrical
power is restored the servers wilrerechagadd n
sufficient amount to ensure the servers could be gracefully shut down in the event of a
second power failure.

Fire

All server rooms should be equipped with fire extinguishers, which will adequately protect
the equipment from fires starting in the room itself. If a fire starts, the fire extinguishers
should limit damage to the affected piece of equipment and the possibility of damage to
equipment in the immediate vicinity. The server room should be fitted with a smoke detector
that links to the main school system, which is monitored by the fire brigade.

In the event of a catastrophic fire involving the entire building, the school affected would
most likely have to replace all of its hardware. Critical data should be backed up daily, a
copy which should be stored outside of the main server room.

Insurance Considerations

All major hardware is covered under the RPA arrangement in place at each academy.

power



Preparing for a Disaster

This section contains the minimum steps necessary to prepare for a possible disaster and as
preparation for implementing the recovery procedures. An important part of these
procedures is ensuring that the off-site storage facility contains adequate and timely
computer backup tapes and documentation for applications systems, operating systems,
support packages, and operating procedures.

As part of the schools Disaster Recovery Plan it is essential that key data can be accessed
under any circumstance.

General Procedures
Responsibilities have been given for ensuring each of following actions have been taken and
that any updating needed is continued. Maintaining and updating the ICT disaster recovery

plan.

9 Ensuring that all ICT Network team are aware of their responsibilities in case of a
disaster.

1 Ensuring that periodic scheduled rotation of backup media is being followed.

1 Maintaining and periodically updating ICT disaster recovery materials, specifically
documentation and systems information, stored in the off-site areas.

1 Maintaining a current status of equipment.

1 Ensuring that UPS systems are functioning properly and that they are being checked

periodically.

1 Ensuring that the client community is aware of appropriate disaster recovery
procedures and any potential problems and consequences that could affect their
operations.

1 Ensuring that proper temperatures are maintained in server areas.

Software Safeguards

Administrative software and data are secured by full backups each week and differential
backups each weekday evening. The full copies of software are copied to the schools
application server, then added to the school weekday data backups.

Recovery Procedures

This portion of the disaster/recovery plan will be set into motion when an incident has
occurred, and damage is such that operations can be restored, but only in a degraded mode
at the central site in a reasonable time. It is assumed a disaster has occurred and the
administrative recovery plan is to be put in effect. This decision will be made by the Head
teacher\Deputy Head & Business Manager upon advice from the IT Manager.

In case of either a move to an alternate site, or a plan to continue operations at the main
site, the following general steps must be taken:

1 Determine the extent of the damage and if additional equipment and supplies are
needed.

9 Obtain approval for expenditure of funds to bring in any needed equipment and
supplies.

1 Notify local vendor marketing and/or service representatives if there is a need of
immediate delivery of components to bring the computer systems to an operational
level even in a degraded mode.



9 Ifitis judged advisable, check with third-party vendors to see if a faster delivery
schedule can be obtained.

1 Notify vendor hardware support personnel that a priority should be placed on
assistance to add and/or replace any additional components.

1 Rush order any supplies, forms, or media that may be needed.

In addition to the general steps listed at the beginning of this section, the following additional
major tasks must be followed in use of the alternate site:

Notify Headteacher that an alternate site will be needed or alternate facilities.
Coordinate moving of equipment and ICT support personnel to the alternate site.
Bring the recovery materials from the off-site storage to the alternate site.

As soon as the hardware is up to specifications to run the operating system, load
software and run necessary tests.

Determine the priorities of the client software that need to be available and load these
packages in order. These priorities often are a factor of the time of the month and
academic year when the disaster occurs.

Prepare backup materials and return these to the storage area in lower school.
Set up operations in the alternate site.

Coordinate client activities to ensure the most critical jobs are being supported as
needed.
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As production begins, ensure that periodic backup procedures are being followed and
materials are being placed in off-site storage periodically.

1 Work out plans to ensure all critical support will be phased in.

1 Keep administration and users informed of the status, progress, and problems.

1 Coordinate the longer range plans with the administration, the site officials, and staff
for time of continuing support and ultimately restoring the overall system.

Degraded Operations at the Main Site

In this event, ICT is assumed that an incident has occurred but that degraded operations can
be set up. In addition to the general steps that are followed in either case, special steps need
to be taken.

9 Evaluate the extent of the damage, and if only degraded service can be obtained,
determine how long it will be before full service can be restored.

Replace hardware as needed to restore service to at least a degraded service.
Perform system installation as needed to restore service. If backup files are needed
and are not available from the on-site backup files, they will be transferred from the
back up files kept at Maidenhead Town Hall.

Work with the various vendors, as needed, to ensure support in restoring full service.
Keep the administration and users informed of the status, progress and problems.

)l
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Telephony - Disaster Recovery

In the event of a serious incident resulting in the loss of telephone communication the
alternate means of direct communication for key personnel will be via personal mobile
phones or email as listed:
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Communication for key data wil!/ be via the | T Mas
degraded or normal condition.

Disclaimer

While every effort is made to ensure the integrity and security of data held on the network,
the Network Team cannot accept responsibility for permanent loss of data arising from any
cause. Users should, at all times, follow standard network usage procedures: particularly
maintaining regular local copies of important files.



